Abstract A comprehensive experimental study to analyze the security performance of a WLAN based on IEEE 802.11 b/g/n standards in various network scenarios is presented in this paper. By setting-up an experimental testbed we have measured results for a layered security model in terms of throughput, response time, encryption overheads, frame loss and jitter. Through numerical results obtained from the testbed, we have presented quantitative as well as realistic findings for both security mechanisms and network performance. It establishes the fact that there is always a tradeoff between the security strength and the associated network performance. It is observed that the non-roaming network always performs better than the roaming network under all network scenarios. To analyze the benefits offered by a particular security protocol a relative security strength index model is demonstrated. Further we have presented the statistical analysis of our experimental data. We found that different security protocols have different robustness against mobility. By choosing the robust security protocol, network performance can be improved. The presented analysis is significant and useful with reference to the assessment of the suitability of security protocols for given real time application. 
Introduction

22
There has been tremendous growth of wireless communication (WLANs) have been extensively deployed worldwide (Ergen, 27 2002). The universality of these networks ranges from homes, WLANs are susceptible to several attacks such as sniffing, 32 spoofing, eavesdropping, denial of service and man in the mid-33 dle attack; hence provisioning of the security in these networks 34 is a major research challenge (Sheldon et al., 2012) . rity issues raise the need of applying strong security mecha-36 nisms to protect the information over the network.
Furthermore, security strength of various protocols is ana-123 lyzed using a relative security strength index model (RSSI) 124 (Luo et al., 2009) . It is always presumed that the more the 125 number of security mechanisms or security services provided 126 by any protocol, more is the protocol strength. On evaluating are significant. All the factors (security protocols, traffic type, 141 and network load) affect the performance of wireless networks. in (Nayak et al., 2005; Agarwal and Wang, 2007) for IEEE 173 802.11b/g based network. Further in (Begh et al., 2009; 174 Ahmad et al., 2012) , impact of security protocols on the per-175 formance of TCP and UDP traffic streams has been analyzed 176 and was found that security protocols negatively affect the net-177 work performance. A more detailed analysis to study the secu-178 rity performance on IEEE 802.11g based wireless network by 179 integrating cross layer security protocols was demonstrated 180 in (Agarwal and Wang, 2007) . Another experiment was per-181 formed in (Vibhuti, 2008) to calculate the security impact on 182 end-to-end delay and packet delivery fractions. The impact 183 of cryptographic primitives used in WEP and WPA on 184 throughput and delay over gated in (Boulmalf et al., 2007) . The performance impact of 186 secure IEEE 802.11g WLAN using Open VPN is done in 187 (Likhar and Yadav, 2011) . Experiments were performed on a 188 wireless test-bed to analyze throughput, delay and jitter for 189 four security settings: disabled security, WEP, WPA1, and 190 WAP2 for multimedia applications in (Hayajneh et al., 191 2012). WPA2 security-bandwidth trade-off in 802.11n WLAN 192 for IPv4 and IPv6 using different operating systems is studied 193 in (Kolahi et al., 2012) . Impact of transmission power on the 194 performance of secure IEEE 802.11n wireless local area net-195 work was reported in (Singh and Jindal, 2014a,b) . able literature revealed that a number of researchers have (Hayajneh et al., 2012; Ahmad et al., 2012) . The literature 205 survey reveals that most of the research has focused on quali-206 tative security performance of IEEE 802.11b and IEEE 207 802.11g standards but not considering IEEE 802.11n (Likhar 208 and Yadav, 2011). Also the impact of different implementa-209 tions of enterprise security layers on the performance of wire-210 less LAN has not been taken much into consideration in the 211 previous work. The past research was carried out to explore 212 the pros and cons of individual security protocols, but security 213 protocols exist at different network layers (Nayak et al., 2005;  214 Begh et al., 2009; Hayajneh et al., 2012; Ahmad et al., 2012;  215 Likhar and Yadav, 2011; Bhatia et al., 2013; Agarwal and 216 Wang, 2007) . It is certain and instinctive to study the effects 217 of security protocols in a cross layer architecture. We aim to 218 provide comparative experimental analysis to study the impact 219 of security mechanisms on the performance of IEEE 802. (Bhoyar et al., 2013 (Holt and Huang, 2010) . (Luo et al., 2009; Chen et al., 2011) (Casola et al., 2005) . In this method weights are 386 assigned to each security feature and are framed in a matrix 387 form. It is observed that though this matrix approach is effi-388 cient but incurs more processing time and power consumption.
389
For the analysis of mobile multimedia applications a different 390 framework is given in (Ong et al., 2003) (Agarwal and Wang, 2007) , where security strength is evalu- In this paper the same approach as described by the author in 397 (Agarwal and Wang, 2007 ) is adopted to quantify the security 398 strength provided by security protocols. In this paper, we ana-399 lyze the security strength by measuring RSSI, which is deter-400 mined by utilizing associated weights derived from the 401 security services offered by each protocol.
402
To measure RSSI the first step includes weight assignment.
403
Weights are assigned in a manner such that two security pro- The choice of number of packets did not affect the performance observed in the results. Thus we have selected this parameter as 0. As long as our session is 'on', packets are transmitted continuously Traffic generation IP traffic generator tool has been used to generate WLAN traffic. IP packets are transferred in a predefined number, size, content and bandwidth in order to measure the performance impact of security algorithms in the wireless LAN Table 4 Security protocols implemented on the testbed.
Security protocols
Confidentiality Authentication Integrity Mutual authentication Non-repudiation (represents that all the security features are provided by 500 security protocol). RSSI value for security protocol P 9 is 501 3 * 1 + 3 * 1 + 2.5 * 1 + 3.5 * 1 + 2 * 1 = 14 (highest value).
502
Similarly RSSI for P 2 = 0.5 * 1 + 0.5 * 1 = 0.5 * 1 + 0 Table 6 Weights assigned to the implemented security protocols.
Security service
Confidentiality
1.5 1 1 1 -P 5 2 1.5 1.5 2 -P 6 2.5 2 2 2.5 -P 7 2 1.5 1.5 1.5 1 P 8 2.5 2 2 2.5 1.5 P 9 3 2.5 2.5 3 2
Quantitative analysis of the security performance in wireless LANs 7 Total time taken in the processing of the nth packet to tra-570 vel between the sender and the receiver with security policy P x 571 is represented by T (n, P x ) and is equal to
574 574
575
Assume that k packets have been sent from client i to client 576 j. Therefore the total time required for processing K packets 577 between clients using security policies P x is represented as a 578 sum of time involved in processing all K packets:
581 581
582
If we assume that the size of the nth packet is l n bits, and 583 then the total number of bits in k packets, denoted by B k , is:
586 586 587 Using Eqs. (2) and (3), bit rate with security policies P x can 588 be represented as:
591 591 592 where BR (P x ) denotes the bit rate (bits/s), that can be 593 obtained with each security policy P x .
594 are shown in Fig. 4(a-c) . For IEEE 802.11b uncongested 694 and congested networks the traffic was generated at a rate of experimental numerical values are plotted in Fig. 6(a, b) Fig. 7(a, b) . Fig. 8(a-c) Fig. 13(a-c) time in all the network scenarios is presented in Table 9 . imental results plotted in Fig. 17(a, b) it is depicted that for 875 IEEE 802.11n average EO increased by about 22.4% for secu-876 rity protocols P 1, 4-9 in the TCP congested network as com-877 pared to the TCP uncongested network Fig. 17(a) Fig. 18(a-c) . heads are more in TCP than in UDP only for P 2 and the over- It is found that for IEEE 802.11b jitter value varies from 0 918 to 2 ms. For IEEE 802.11g/n jitter is almost zero at the Percentage decrease or increase in throughput and response 974 time in different network scenarios is shown in Table 16 . 975 The comparative analysis of performance degradation in both 976 roaming and non-roaming scenarios is presented in Table 17 . 977 From the above analysis it is found that different security 
